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Preface 

 

Thanks for choosing our Centerm desktop management system software. This product is independently 
designed and developed by Centerm Information Co., Ltd. Please carefully read this manual before 
using this product.  

If you have any doubt, please consult our local customer service office or call our headquarters: 86-591-
28053888. 

 

Copyright notice 

Centerm Information Co., Ltd. © 2002-2017 

All rights reserved. 

Any company or individual cannot extract or copy this manual partially or wholly and cannot spread in 
any form without the written consent of our company. 

Centerm Information Co., Ltd. has the right of final interpretation and revision of this manual. The 
content in this manual (including all pictures and words) is subject to change without further notice. 
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1. Product Introduction 

1.1 Product overview 

Centerm desktop management system is a desktop management system based on Browser/Server 
developed by Centerm Information Co., Ltd. and supports the remote management operation of clients 
and peripherals produced by Centerm Information Co., Ltd. The remote monitoring and management 
can save a lot of operation and maintenance costs for enterprises and finish the management operation 
with high efficiency. 

Centerm desktop management system mainly has following five modules: 

● Client management: the module is used for client management operation. The manageable 
clients include thin client, Mobile Terminal and PC; 

● Peripheral management: manage the peripherals produced by Centerm; 

● Task statistics: display the task statistics view executed by current system and distributed to 
clients or peripherals; 

● Audit management: audit the operation logs of managed devices and the logs related to current 
system;  

● System setting: configure some parameters of system. 

1.2 Product characteristics 

● Rapidly configure the device attributes; 

● Install and update the application software by batch; 

● Monitor the device operation situation in real time; 

● Make the management plan and automatically and regularly execute the specific management 
operation without the need of manual intervention. 
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2. Quick Start 

2.1 Enter system 

After installing Centerm desktop management system, log in system by following modes. 

1. Open the browser and input the management server IP and the using port in address bar, as shown 
in following figure. Notice: the address prefix is “https://”. 

 

2. On the login interface, input the username and password. At the first time of login, log in with the 
default super administrator. The username and the password are admin and admin respectively. 

 

3. At the first time of login, change the password to ensure security. After correct login, main interface of 
the system is shown in following figure:  
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The main interface shows the statistical charts, the detailed information of chart and the last 30 failed 
tasks of system management device. On the interface, the statistics types include client, SP, CID and 
MTerminal. Client statistics includes general terminal and Mobile Terminal (because Mobile Terminal 
belongs to terminals). Select the sector graph module in the chart to screen the information displayed in 
the right list (online/offline).  

4. The navigation bar is on the top of system interface. Upper right shortcuts provide user logout, 
authorization information view, personal settings and other functions. 

 

The icons on the navigation bar will classify all functions of the system. The administrator can enter the 
corresponding functional module for operation by selecting the menu option. 

 

Note: CDMS6.0 management system supports the following browsers: IE7/8/9 (32bits), Chrome and 
Firefox. 

2.2 Device management 

1. Enter the device management module. 

 

2. Create the organization structure of enterprise in the left grouping tree. 
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3. Select the grouping of device to be added and click the “search client” button on the right panel. 

 

4. Fill in the searched IP range on the popup panel and click the “start search” button. 

 

5. Select the client to be added, click the “add to management” and click “Yes” to finish the adding 
operation. 

 

6. The user will see the added client in the list for clients on the right panel, as shown in following figure; 
besides, the peripheral currently accessed to the client will be added in the corresponding classification 
list. 
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3. Device and Group 

3.1 Group 

The system provides management of client groups, can automatically create the client group, and 
classify the client groups for convenient management. The client group can avoid repeated and 
complicated operation of user. For example, in batch operation without grouping, the user shall 
manually select many clients. Many clients with the same type are included in one group to classify the 
clients more clearly and to facilitate the batch operation of clients. 

3.1.1 Classification of groups 

The system has 3 types of groups in total: 

● No grouping 

The client actively specifies the management server to make the management server receive the join 
request; the client and its peripherals are called non-grouped device. The non-grouped device cannot 
be modified or changed by user. 

● Custom group 

It refers to the group created by user. The device in the group can be moved or added by user; the 
custom group can only be created in the device management module. 

● Search group 

The user specifies search conditions and the system will automatically select the device which meets 
the conditions from the custom group to form the group. The search groups for different devices shall 
be created separately; the search group of clients can only be created in the client management 
module; the search group of peripherals can only be created in the peripheral management module. 

3.1.2 Add custom group 

1. Enter the device management module; 

2. Right click on client group on “client group” panel on the left side of interface; 

3. Select “add group” to pop up the corresponding dialog box; 

4. Input the group name in “group name” column; 

5. If the IP range of client shall be bound, select “bind IP range”. After editing, click “save”. 
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3.1.3 Add search group 

Here is an example of adding a client search group. Its adding steps are same with that of adding the 
peripheral search group. 

1. Enter any management module in “client management” submenu to display “search group” tab page 
on left panel; 

 

2. Click to enter the “search group” tab page, right click on root node and select the “add search group”; 

 

3. Select the corresponding search conditions in the popup dialog box; 

 

4. Then, return to search group panel. The system will automatically display the client which meets 
conditions in the group; 
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Notice: 

● The data of search group will not be refreshed in real time and only can be updated in manual 
refreshing. 

3.2 Device management 

The device management is specially used for creation of enterprise organization structures, 
management of clients and peripherals, etc.; therefore, clients and peripherals can only be added, 
deleted, changed and viewed in this module. 

3.2.1 Search client 

The “search client” function realizes search and adding the managed client and viewing the 
management situation of clients in the specified network without the need of check of each client (the 
client shall be installed with client Agent software). 

When the client is added in management, the peripherals accessed to this client will also be added in 
management without the need of extra operation of adding peripherals. 

1. Enter the “device management” module; 

2. Select the “search client” on the right panel; 

3. The search dialog box will pop up, as shown in following figure. Input the searched IP range (if the IP 
range isn’t inputted, the system will directly search the network segment of the server); 

 

4. Select the client to be added, click “Add to management” and click “Yes” to finish the addition 
operation; 

 

5. The user will add the client on the right panel to the client group, as shown in following figure: 
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3.2.2 Modify client 

1. Select the client in the list and click “Modify” button; 

2. In the popup window, modify the corresponding information and click “save”; 

 

Notice: 

● “Parent group” and “Client serial” are fixed and cannot be changed.  

3.2.3 Delete client 

1. Select the client to be deleted from the list and click “delete” button. 

2. Click “Yes” on the popup “Delete” dialog box. 

 

There are different treatment modes in deletion of client according to the online situation of the client. 
The details are as follows: 

● Client online: the management server of the client will be immediately empty and the client will be 
deleted from the list. This means that the client will not be managed by this server and can be 
added in other server for management. 

● Client offline: only when the client actively connects to the server in online mode, the address of 
local management server of the client can be deleted. 

Notice: 

● After the client is deleted, peripherals of the client will be deleted together. 

3.2.4 Move client 

1. Select the client in the list for client information, click “move” button and select the target group in the 
popup dialog box. 
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Notice: 

● After the client is moved, peripherals of the client will also be moved together. 

4. Client Management 

4.1 Client configuration 

4.1.1 Client parameter configuration 

Enter 【client management—>basic management—>client configuration】 and select “client parameter 

configuration” tab page. The user shall select one client from the client group and can see the 
supported system configuration options on the right panel, as shown in following figure: 

 

As for configuration of client parameters, click the corresponding option, such as the desktop mode in 
following figure: 
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After entering the configuration interface of desktop mode, click the link to return to previous interface, 
as shown in red frame in following figure: 
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After configuration of desktop mode of client, click “apply” button to generate the configuration task. 
Notice: the user can select many clients at the same time and distribute the current strategy by batch. 

 

4.1.1.1 Desktop mode 

The desktop mode refers to the desktop display mode of client and can be customized and restricted 
according to the enterprise demand. The desktop mode is only valid to the user specified by the client 
and can be selected in the dropdown box. 
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At present, the following three desktop modes are supported: 

1. Desktop mode 

It refers to the common desktop display mode. Desktop icon, taskbar, right key, start menu and other 
functions are available. 

2. Terminal mode 

If working persons of enterprise or institution don’t use the local resources and only use OA system, 
remote connection and other simple functions, this mode is recommended. 

In terminal mode, client desktop and taskbar are hidden by default, right click menu and other functions 
are disabled and only the local connection options of the client are displayed, as shown in following 
figure: 

 

3. Special mode 

After startup, the system only runs the programs specified by the user and doesn’t display desktop, 
taskbar, start menu, etc. As shown in following figure, at the server, set the client to only run IE. After 
the client strategy takes effect, only the IE browser is run. 
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4.1.1.2 Desktop strategy 

The desktop strategy enables simple setting of icon display and operation of client desktop, is only valid 
to the user specified by the client and can be selected in the dropdown box. 

 

4.1.1.3 Disk management 

1. Shield disk 

As for disk management, the disk displayed on client can be set. If “shield” is selected in the 
corresponding display state in partition, the partition will be hidden and disabled. 
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2. Disable automatic run of disk. 

Prevent automatic run of U disk, mobile hard disk, CD driver and other external disks. 

3. Map the folder  

The folder specified by the client can be mapped as the W disk of user. Because it is not necessarily to 
hide or shield this type of disks to user, the mapped disk will not be displayed in the list as the system 
disk. 

 

4.1.1.4 Start menu taskbar 

Set relevant configuration of start menu and task of the client. Notice: items marked with “*” don’t 
support Vista and WIN7 clients. 

 

 

4.1.1.5 Local access control 

The access authority of client to local resources is mainly set, such as restriction of using task manager, 
registry, command prompt and other system tools to ensure the local operation security of client. Notice: 
items marked with “*” don’t support Vista and WIN7 clients. 
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4.1.1.6 Control panel 

Configure the control panel display item of user specified by client. Notice: items marked with “*” don’t 
support Vista and WIN7 clients.  
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4.1.1.7 Publish desktop icons 

Create a shortcut on client desktop so as to rapidly connect to the target address or software to be used 
by user. At present, it supports to create RDP connection, IE connection and application program 
connection.  

In order to add the item, select from the dropdown menu of type box and click “add” button. 

 

1. RDP connection 

In order to add a RDP connection item, fill in the connection name, displayed icon path, login setting 
and other relevant information. After successful creation of RDP item, the user can click the client to log 
in the computer with specified IP. 

Notice: the icon path in connection item is the local path of client. If the icon file isn’t found on the path 
specified by client or the icon path is empty, directly use the default icon. Setting of icons of other 
connection items is same with the setting. 
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Click “apply” to finish addition. The desktop of user corresponding to client will display the shortcut of 
connection item, as shown in following figure: 

 

2. Application program 

The application program is connected to create a desktop shortcut for local application program of the 
client. Click the shortcut to automatically open the program or file specified on client. In following 
example, a start D:\ProgramFiles\test\setup.exe desktop shortcut is established for the client.  

Program path: path where the program exists. 

Work path: default path during program running (in general, it is the directory of program. As for special 
software, refer to its instructions) 

 

3. IE 

IE connection item is equal to shortcut connected to the specified web page. Click the shortcut to 
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directly open the specified web page in IE. 

 

4.1.1.8 Remote assistance 

The remote assistance is used for setting the remote monitoring options and parameters of client, as 
shown in following figure. The share item can be used to set the control authority of server to client. The 
security item can be used to configure whether password authentication is required for remote 
assistance. The item is to support the extension of connection tool of the third party remote assistance. 
In general situation, it is unnecessary to configure. 

 

4.1.1.9 IE strategy  

Set the IE basic strategy of user specified by the client. Notice: items marked with “*” don’t support Vista 
and WIN7 clients. 
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4.1.1.10 IE agent strategy 

Set the local IE agent item of the client. 

 

4.1.1.11 IE security strategy 

Set the local IE security strategy of the client. 
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Notice: the trusted site strategy sent from the server will cover the existing strategy of the user. 

4.1.1.12 IE favorites 

Set the local IE favorites of the client. 

 

 

4.1.1.13 Firewall strategy 

The firewall refers to the firewall function in the terminal system. In the firewall setting, the user can 
configure the firewall according to the actual demand. In order to ensure the security of user’s 
information, it is suggested opening the firewall of client. 
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Select single client in high light to obtain the current firewall configuration of client from the list. Same 
with the setting of windows firewall, the exceptional program and exceptional port can be configured on 
the interface.   

 

After configuration, click “apply” button in lower position of the interface. Plan the firewall configuration 
tasks on the popup panel and apply the strategy in the client. 

Notice: when the user selects application strategy of many clients, the current strategy can be 
configured into the client by batch. 

4.1.1.14 Screensaver/desktop background 

Screensaver/desktop background can help administrator to configure desktop background and 
screensaver program of client by batch and to simply configure relevant parameters. This function only 
supports background files and screensaver files with bmp format. The special picture format conversion 
tool can be used to generate bmp file rather than directly change the suffix. 

The desktop background change function is taken as an example to briefly introduce:  

1. Select “change desktop background setting”. If the user uses this function at the first time, the user 
shall upload the desktop background images to the system. 
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2. After uploading, select the file in the dropdown list, set the display position and click “apply” button. 

 

 

3. If the desktop wallpaper files are too many and shall be cleaned up, click “manage background file” 
button to view all uploaded wallpaper files. 
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The setting method of screensaver is same with that of desktop background. No more details are given 
here. 

4.1.1.15 Time synchronization 

If the client time is inconsistent with the server time, some software may not run normally. The time 
synchronization function can automatically synchronize the time of all clients with the time of specified 
server. 

The configuration method of time synchronization is simple. Select one or more clients. Input “time 
server” and “synchronization interval (min)” on the following interface and click “apply” button to execute 
the task. 

Notice: the “time server” column can be filled with domain name or IP.  

 

 

4.1.1.16 EWF protection control 

EWF protection control is only valid in the client with memory protection or hard disk protection function. 
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As for the memory protection client, firstly select the partition and then, carry out corresponding 
operation. The server can be configured with following four operations: 

● Enable protection: enable the memory protection function of the selected client. 

● Disable protection: disable the memory protection function of the selected client. 

● Submit date: submit the current operation of the client. 

● Cleaning command: clean all commands currently submitted by the client. 

 

After executing the operation, the system will prompt the user whether to immediately restart for 
validating. If “Yes” is selected, the client will be immediately restarted and the strategy application will 
be validated. If “No” is selected, the client will not be immediately restarted and the strategy will be 
validated after restart of the client next time. “Cancel” refers to give up the current settings and return to 
configuration page.  

 

The configuration interface of hard disk protection client is similar to that of memory protection client. No 
more details are given here. 

4.1.1.17 User 

In user configuration, a user can be changed or deleted or new user can be added to the client. The 
user configuration function is introduced in following content with the addition of a new user as an 
example. 

Click “add” button to switch to “add user” page, as shown in following figure: 
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If current user will be set as the automatic login user, the automatic login password shall be inputted. 
Then, click “apply” button. 

 

4.1.1.18 Printer 

The printer page supports the user to add, change and delete the local printer of client. Take the 
addition of printer as an example as follows. 

Click “add” button to enter the “add printer” page. 
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The administrator can set the printer as the default printer or shared printer. 

4.1.1.19 Client management 

In Agent configuration of client, the user can carry out basic setting in the client, including address and 
password of management server of the client. 

Address of management server: 

● Actively add by remote management server: if this mode is selected, the selected client shall be 
added through search of server. 

● Manually specify the management server address: if this mode is selected, the selected client will 
actively target at the specified management server. This function can be used for migration of 
server with large number of clients. In new server, the user can view the manually specified client 
in the ungrouped column. 

 

Change of client password: 

● Change the configuration password of client to prevent client from uninstalling the client software 
without authorization.  

http://www.centerm.com/
mailto:ctsales@centerm.com
mailto:ctsupport@centerm.com


 

Add.: 2/F, No. 22, Star-net Science Plaza Juyuanzhou, No. 618 Jinshan Road, Fuzhou, Fujian, China. 
Website: http://www.centerm.com 

Email: ctsales@centerm.com / ctsupport@centerm.com                                                                                             28 

 

4.1.1.20 Service 

It shows running situation of all current service programs to administrator. The administrator can 
configure local service of the client. 

 

Click the “setting” corresponding to service to enter the configuration interface of specified server, as 
shown in following figure:  
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If an administrator wants to immediately start or stop the service, the administrator can directly click 
“start/stop” button. If an administrator wants to set the start type of service, the administrator can select 
the start type in the dropdown box and then click “set” button. 

4.1.1.21 UWF protection control 

UWF protection control is only valid for the client with UWF module. The server can be configured with 
following four operations: 

● Enable protection: enable the UWF protection function of the selected client. 

● Disable protection: disable the UWF protection function of the selected client. 

 

After executing the operation, the system will prompt the user whether to immediately restart for 
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validating. If “Yes” is selected, the client will be immediately restarted and the strategy application will 
be validated. If “No” is selected, the client will not be immediately restarted and the strategy will be 
validated after restart of the client next time. “Cancel” refers to give up the current settings and return to 
configuration page. 

 

4.2 Power control 

The module provides power control function for remote client, including restart, shutdown and WoL. 

4.2.1 Control type 

There are three power control types, i.e. WoL, restart and shutdown. Before operation of client, the user 
shall at least select one or more clients. Restart and shutdown are only valid for the online client. If the 
client is offline, the task will be in failure. 

Restart and shutdown are simple and aren’t explained any more. Pay attention to following content for 
WoL: 

● The server and the wakened client cannot cross network segment and shall be in the same VLAN; 

● Special settings of switch and other network device may cause failure of WoL function; 

● If the client is in abnormal shutdown state, the client cannot be wakened. 

4.2.2 Control options 

The following options are available for restart and shutdown operation: 

1. Allow user to cancel 

After selecting this option, the command can be manually cancelled after the client receives the 
command. Otherwise, the client will forcibly execute the command. As shown in following figure, select 
“allow user to cancel” during sending the command. 
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After the client receives the command, “cancel” button will be displayed. 

 

2. Set the countdown time: 

User can select this option to make the client execute command in specified time. As shown in following 
figure, the set time is 60s, so the client will shut down at 60s after sending the command.  

 

3. Add the prompt information 

If the prompt is added, when the client receives the command, the prompt sent by server will be 
displayed. As shown in following figure, during sending the command, the client prompt will be added. 
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The commands received by the client include the prompt information sent by the server. 

 

4.3 Remote assistance 

The remote assistance realizes the remote monitoring of client and direct control of the client. Only one 
client can be monitored at the same time. In order to optimize the efficiency of network transmission, 
the client screen is displayed by 256 colors, so the screen may be distorted, but the control operation of 
mouse and keyboard will not be influenced. 

4.3.1 Install JRE 

The installation step of JRE will be briefly introduced as follows: 

1. Enter 【client management—>basic management—>remote assistance】, and switch to “remote 

assistance” tab page; select one client and click “start to view” or “start to assist”; if the current system 
isn’t installed with JRE, the following prompt box will be popped up. 

 

2. Click to finish the installation of jre environment according to the prompt. 
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3. Restart the browser. If the monitoring function is executed again, the security alert box will be popped 
up. Select “Yes”. 

 

4.3.2 Remote assistance 

1. After installing the JRE environment, select a client and click “start viewing” or “start control”; the 
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difference between view and control is that the view operation only enables view and disables any 
operation of the client;  

 

2. By default, the precondition of remote assistance of client is that the client accepts the request. The 
following screen will be popped up in the client:  

 

3. After the client accepts the monitoring, the server will display the monitoring screen.  

 

4.3.3 Request processing 

The system supports the client to actively send the remote assistance invitation. The administrator 
judges whether to carry out assistance and selects corresponding operation on the system interface. 

1. The method of request initiating from client is as shown in following figure. Select “apply for remote 
assistance” on the right click menu of client icon. 
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2. When the remote assistance request is sent from client, corresponding request item will be displayed 
in the list on “request processing” tab page; the administrator can select to accept or refuse the request. 

 

4.4 Notice publish 

The administrator can use “notice publish” function to publish the notices by batch to the client. The 
function supports many text types and formats. Besides, the administrator can make statistics and 
query for notice sending and confirming situation. 

4.4.1 Publish notice 

1. Select the client or client group and click “publish notice” button. 

 

2. In the popup dialog box, fill in a title less than 50 words and content less than 2000 words, and finally 
click “publish” button, as shown in following figure:  
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The administrator can select whether to forcibly pop up the notice on the client. 

● Not forcibly pop up the notice: inform the user in notice bar of client in icon flashing mode. The 
notice will be popped up by double-click of user. 

● Forcibly pop up the notice: directly pop up the notice in client. It is applicable to important 
message.  

3. After the client receives the message, as for the notice not forcibly popped up, the icon in notice bar will 
flash. Double click on the icon to pop up the notice box. Click “already read” button to close the notice box. 

 

 

All notices received by the client can be viewed in the historic notices in right click of tray icon of the 
client. 
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4.4.2 View publish result 

After successfully publishing the notice, the notice record will be generated in the list to display the 
publish result of corresponding notice. 

1. View the notice content 

Click the corresponding link of the title to view the detailed content of notice. However, the content 
cannot be edited. 

 

 

2. View the publish result 

Each notice record will include corresponding publish situation, including total number of target clients 
to which the notice is published, the number of clients to which the notice has been published and the 
number of clients which have confirmed. The client to which the notice has been published refers to the 
client which receives the notice, but not confirms by clicking “already read” button. 

 

If the user wants to know the receiving and confirming situation of all clients further, the user can click 
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“view” button to view the publish situation of all clients in the popup dialog box. 

 

 

4.5 File deployment  

The file deployment is mainly used for deploying files in the system, including copy of file and 
distribution of software. It is mainly applicable to batch installation of application software of client and 
batch distribution of files. Besides, the file deployment can realize the management of files in the 
system, including the upload and deletion of files, etc. 

4.5.1 Windows file deployment management  

4.5.1.1 Upload file 

1. Initialize the upload environment 

Click “upload file” button, as follows: 

 

If the system of browser isn’t installed with JRE run environment or JRE version is too low, the system 
will prompt to install JRE, as shown in following figure: 

 

Click download and install JRE. Then, restart the browser. 

2. Initialize the upload component 
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After installing JRE, restart the browser and click “upload file” button again to initialize applet, as follows:  

 

The upload interface after initialization is as follows: 

 

3. Select the file to be uploaded 

Click “browse” button, select the file or folder to be uploaded, select corresponding file in the popup file 
selection window, and click “open”. 
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Fill in the file description and click “upload” to start uploading the file; 

 

4. After successful uploading, the uploaded file will be added in the file list, as shown in following figure: 
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5. Cancel upload 

During uploading of file, the upload can be cancelled by click “cancel” button: 

 

Select “Yes” to exit the upload. 

 

6. Background upload 

During uploading of file, minimize the upload window to realize the background upload or select the 
background upload in the cancellation window. 

 

After minimizing the upload window, click the maximization button to restore the window. 
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4.5.1.2 Install software 

Software installation refers to distribution of software stored in the server to the client as well as 
installation operation. The traditional software distribution, as for system administrator, is distribution of 
the updated software to many work stations, which is undoubtedly the most tedious task. Software 
distribution function of Centerm desktop management system facilitates the batch distribution of 
software and also helps the network administrator to prevent from virus source or potential safety 
hazard caused by software installation without authorization. 

The specific operation steps are as follows: 

1. Select the client to be installed with software from the client tree, select the software to be installed 
from the file list and click “install to client” button: 

 

2. Fill in the silent installation parameters (ensure silent installation of software in the client), and click 
OK: 

 

The description of installation parameters is as follows: 

This item is option and is the parameters used during installation of software in client. It is empty by 
default, which refers to the non-silent installation and may require manual intervention. The parameters 
of different software are different (in general situation, the parameters aren’t used). If the parameters 
are used, please contact the software provider for support; 

Take jre as an example. The following parameters are available: 

● /quiet quiet mode without user interaction 

● /passive no participation mode-only display the process bar 

● /q[n|b|r|f] set the user interface class n –no user interface; b –basic interface r –refined 

interface f –finished interface (default) 

3. Configure the plan wizard and execute the task 

Notice: if select “immediately prompt and execute after countdown restart” in execution setting of the 
client, the client will pop up the restart prompt. The client user will select whether to restart immediately 
for installation; if “no prompt, execute in restart next time” is selected, it is defaulted that the client 
carries out file deployment in start next time. 
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4. The results and process information of software distribution are displayed on the task execution state 
panel, as shown in the following figure: 

 

4.5.1.3 Copy file 

The file copy function is used for copying the prepared file to the specified client. Its operation steps are 
similar to software installation steps and are briefly introduced as follows: 

1. Select the client to copy file from the client tree, select the file to be copied from the file list and click 
“Copy to client” button. 
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2. Fill in the saving path of file in the client and click OK: 

 

3. Configure the plan wizard and execute the task 

 

4.5.1.4 Extract file 

If the administrator needs to acquire file from local client, this function can be used to directly extract. 
This function is only valid for Windows client. 

Operation steps: select the single client, click “extract file” button and browse and select the file or folder 
to be extracted from the list.  
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The file list shows the extracted file. 

 

4.6 System image 

OS often has virus, crash, system crash and other problems during running. Reinstallation of operation 
system and business system of client device is very complicated, spends a lot of time and influences 
the normal business flow of an enterprise. The system image function module can help the enterprise to 
rapidly install, restore and backup the client device system. 

4.6.1 Notices of use 

4.6.1.1 Anti-virus software installed in client 

If the client is installed with anti-virus software, the function of system image may be influenced at 
certain degree. Therefore, during extracting image, disable the anti-virus software or add relevant 
processes of system image into the exception list of anti-virus software according to the following mode. 

As for WIN7\WES7 system, the exceptional processes to be added are: 

A. Client installation directory 

--UniFrm2.exe, C:\ProgramFiles\UniFrame3\UniFrm2.exe by default 

--grubinst.exe, C:\ProgramFiles\UniFrame3\DDS\grub\grubinst.exe by default 
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--grubinstutil.exe, C:\ProgramFiles\UniFrame3\DDS\grub\grubinstutil.exe by default 

B. System directory, C:\Windows\System32 in most cases 

--XPeDDSInit.exe, C:\Windows\System32\XPeDDSInit.exe 

--sysprep_back.exe, C:\Windows\System32\sysprep_back.exe 

--sysprep.exe, C:\Windows\System32\sysprep.exe 

--CentermWin7deploy.exe, C:\Windows\System32\CentermWin7deploy.exe 

--oobe directory, C:\Windows\System32\oobe directory  

4.6.1.2 Different installation disk identifiers of client 

The installation disk identifiers of backed up client and the restored client shall be the same. The reason 
is that the system image function only can back up the information of system disk and if the client is 
installed in non-system disk, the extracted image will not include the client software. 

Therefore, if the administrator backs up image from client A, the installation disk identifier of client which 
is restored by image A shall be consistent with A. They shall be installed in system disk together or in 
non-system disk together. If they are installed in cross way, they cannot be restored normally.  

4.6.2 System backup 

The administrator can back up OS of client to the server. If the client system is crashed, the client can 
be restored by the backed up image. Notice: “system backup” can only back up the system disk. 

1. Select the client and click “system backup” button. 

 

2. Select the backup mode in the popup dialog box. The system has the following two backup modes: 

● Back up to local client: the backed up image file is saved in the local non-system disk with the 
largest residual space of client. The image file will be hidden in local partition of client.  

 Back up to server: the backed up image file will be stored in the storage node added in the 
management server. This mode is influenced by network environment. Enough network bandwidth 
shall be ensured. 

Besides, the administrator can select whether to keep the management server address in image. If the 
address isn’t kept, when the image is restored to other client, the management server address is empty. 

 

3. Click “OK” button and configure the plan wizard. 
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4. After the local partition of client receives the command, the client will firstly restart to clean the dirty 
data; after entering the desktop, the desktop will display “image backup preparing”; next, the client will 
restart second time to enter the backup interface: 

 

Notice: 

● During extracting image, the client is offline; after extracting image, the client will restart many 
times. Therefore, the client will be online and offline repeatedly. 

● Above description is for backup to server. The interface of backup to local client is basically the 
same with the above mentioned interface and will not be described any more. 

5. The server can display the system backup progress in task management module. 

 

After backup, the backed up image file is shown in image list: 
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4.6.3 System restore 

If the client executed the system backup, the system can restore OS of client by system restore function. 
Notice: “system restore” only can restore the system disk. 

1. In system backup, there are two backup modes, i.e. back up to local client and back up to server. 
Therefore, there are two restore modes, as shown in following figure. Select one or more terminals. 
Click “system restore” button.  

 

2. In the popup dialog box, select the restore mode. Local image restore of client shall ensure the 
existence of backed up image in local client. Otherwise, the restore will be in failure.  

The following figure demonstrates the restore by server image. Select the image file to be used from the 
list. 

 

3. Click “OK” and configure the plan to enter the task management module to view the restore progress. 
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4. If the desktop of OS of client before restore can be normally used, the desktop will prompt “image 
restore preparing”; in restoring, the client interface is as follows: 

                           

4.7 Client upgrade 

Due to increase and improvement of functions of system version, the batch version upgrade of clients 
within the system management range is often required. This module is only valid for upgrade of 
Windows clients. 

The general client upgrade mode of system is: upload the upgrade files to server—>set the upgrade 
mode of client—>obtain upgrade files from server and upgrade—>finish upgrade of client and feed the 
result information back. 

4.7.1 Description of upgrade files 

The upgrade files are the packaged files which are stored in server and used for updating software of 
all clients. In the system, the upgrade files are divided into two types: main version files and patch files. 

● Main version files: the complete client installation package. The server shall have these files. 
Otherwise, the upgrade function cannot be used; 

● Patch files: the patch of client software and the non-complete installation package. The files are 
not necessarily uploaded to the server. 

After installing the management server, the server will have complete client installation package with 
the same version. The client upgrade function can ensure that all managed clients are upgraded to the 
latest version. During uploading the patch files, the patch files shall be matched with the main version. 
Otherwise, the upload will be in failure. 

4.7.2 Upload upgrade files 

1. The client version can only be upgraded by upgrade files of Centerm Information Co., Ltd. 

2. Confirm that the client group to be upgraded has bound the available storage node. Refer to the 
chapter of resource center for the binding method. 
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3. Enter [public management—>client upgrade] module of the system. 

4. The “upgrade file management” tab page shows the version information of upgrade files of current 
server. As shown in following figure, the current system has client with 6.0.0.0000.775 version and has 
no patch package. 

 

5. Click “upload the upgrade file” button, and select the patch package or main version files to upload, 
as shown in following figure:  

 

6. After uploading, the upgrade file information has changed into the latest version, as shown in 
following figure: 

 

7. Above figure shows the upload of patch files. The upload method of main version files is same with 
above mentioned method. However, if the uploaded main version files aren’t consistent with current 
main version No., all original main version and patch documents will be deleted and replaced.  

4.7.3 Upgrade client 
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1. After uploading the patch files, execute the “upgrade the client” operation. Select the client group or 
client to be upgraded in the left interface, and click “immediately upgrade” button to immediately 
upgrade the selected client, as shown in following figure: 

 

2. In the popup plan wizard configuration window, set the execution conditions of the task. 

                                           

4.7.4 View upgrade result 

1. Enter 【task management】 module to view whether the client upgrade task is in “success” state.  

 

2. Unfold the task nodes and select all targets to view the upgrade situation of all clients. 
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3. Click the link shown in following figure for more details. 

Notice: 

● Allow change of higher client software version to lower version. 

● If the upgrade is in failure, notify the technical support persons of prompt information about failure 
for help. 

                                   

4. After successfully displaying all upgrade records, the administrator can switch to the device 
management page. Select the client unit and view whether the client version information is consistent 
with the upgrade information on the right “client information” panel. Confirm whether the upgrade is 
successful. 

 

 

4.8 Outer operation registration 

The outer operation registration is the registration and strategy configuration behavior of business 
persons when carrying mobile terminals outside for business. At present, the outer operation 
registration function is only valid for Centerm Mobile Terminal and is invalid for thin client and PC. The 
using mode is as follows: 

1. Enter “client management—>outer operation management—>outer operation registration” module. 
Select the outer Mobile Terminal from the left client tree. The right list will show the registration 
information of this client.  
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2. Click “lend” to pop up information edit box. Fill in the lender and set the locking strategy after lending.  

3. After lending the Mobile Terminal, the locking strategy can be changed. If the Mobile Terminal is 
returned, the terminal can be set as non-locking state.  

4.9 3G account  

When the business person uses the Mobile Terminal to work outside, the 3G wireless network card 
shall be inserted for connecting the network. Therefore, similar to the outer operation registration 
function, 3G account is only valid for Centerm Mobile Terminal and is invalid for thin client and PC. The 
using mode is as follows: 

1. Enter “client management—>outer operation management—>3G account” module. Click “add 3G 
account” button in the right list. 

2. In the popup dialog box, fill in the correct 3G card information and select whether to bind with the 
Mobile Terminal. If the 3G card is bound with the Mobile Terminal, the 3G card can only be used in the 
corresponding Mobile Terminal and the Mobile Terminal can only use the bound 3G card. 

3. After adding the 3G account, the information or binding strategy can be changed. 

4.10 Peripheral security 

Peripherals on the client often generate unsafe factors, such as infecting virus, information leak and 
other risks in using USB, wireless network card, etc. Security management of peripherals enables the 
user to disable or enable any peripheral to reduce the risk caused by above unsafe factors. 

4.10.1 Limit device type 

The administrator can limit the using of client peripherals according to the device types. The system 
supports the peripherals in following figure. 

 

U disk, mobile hard disk, CD drive and floppy disk drive have four following states: 

● Not configured: not limit the device; 

● Read/write: normally read and write in the device; 

● Read only: only read the data in the device rather than write; 

● Forbid: prohibit any using operation of the device; 

 

Other device has three following states: 
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● Not configure: not limit the device; 

● Allow: allow all using operations of the device; 

● Forbid: prohibit any using operation of the device; 

 

Notice: 

● The device which is connected before applying the strategy will not be limited by the strategy. The 
device shall be plugged out and then connected again. 

● Priority of device type is higher than the priority of device interface. If in setting of device interface, 
the USB interface is disabled, but in setting of device type, U disk and other storage device are 
allowed, the strategy will allow the using of U disk and other storage device, but prohibit other 
USB device. 

4.10.2 Limit device interface 

The administrator can limit the using of peripherals of client through the device interface. If the client 
device type to be limited isn’t within the system configuration options, the limitation can be realized by 
limiting the device interface. 

The types of interfaces which can be configured are shown as follows: 

 

Notice: 

● The device which is connected before applying the strategy will not be limited by the strategy. The 
device shall be plugged out and then connected again. 

● Priority of device type is higher than the priority of device interface. If in setting of device interface, 
the USB interface is disabled, but in setting of device type, U disk and other storage device are 
allowed, the strategy will allow the using of U disk and other storage device, but prohibit other 
USB device. 

4.10.3 Exceptional device 

4.10.3.1 Operation steps 

The exceptional device refers to the special device which can be connected in the client, but isn’t 
limited by the strategy. The method of adding the exceptional device is as follows: 

1. Select the client to be set by user. 

2. Click “add” button in “exceptional device” page. 
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3. Fill in the detailed information of exceptional device in the popup box, including following information: 

● Device description: simple description of device. Any content can be filled in; 

● Device type: storage type and non-storage type; 

● Parameters: fill in any item of hardware ID, supplier ID, device ID and serial No. for storage 
device; fill in any item of hardware ID, supplier ID, device ID, type and service for non-storage 
device; refer to following two chapters for obtaining the parameters. 

● Value: value of selected parameter; 

● Authority: specify the using authority of device. 

Notice: 

The device which is connected before applying the strategy will not be limited by the strategy. The 
device shall be plugged out and then connected again. 

4.10.3.2 Directly view device parameters 

1. View the hardware ID 

Open the device manager 

 

View the information of device to be set as exceptional device, such as USB input device 
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USB\VID_0627&PID_0001&REV_0000 in the figure is the hardware ID. 

2. View the supplier ID 

Open the device manager 

                              

View the information of device to be set as exceptional device, such as USB input device 

 

http://www.centerm.com/
mailto:ctsales@centerm.com
mailto:ctsupport@centerm.com


 

Add.: 2/F, No. 22, Star-net Science Plaza Juyuanzhou, No. 618 Jinshan Road, Fuzhou, Fujian, China. 
Website: http://www.centerm.com 

Email: ctsales@centerm.com / ctsupport@centerm.com                                                                                             57 

VID_0627 in the figure is the supplier ID. 

3. View the device ID 

Open the device manager 

                                 

View the information of device to be set as exceptional device, such as USB input device 

 

PID_0001 in the figure is the device ID. 

4. View the serial No. 

Open the registry and enter HKEY_LOCAL_MACHINE->SYSTEM->Enum 

 

View the corresponding registry entry based on the device type, such as the serial No. of USB 
peripheral with supplier ID 05E3 and device ID 0718 is 000000000033. 
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Notice: some composite device may have no serial No. 

4.10.3.3 View device parameters by tools 

Double click on the application program. The device tree on the window arranges the device in 
accordance with connection mode and lists all devices including hidden device. The device is listed 
below the connected hardware. 

1. Storage peripherals 

Storage peripherals often refer to U disk, mobile hard disk and other devices for storing information. 
The storage peripheral can be set as exceptional device by any of following information:   

● Hardware ID: uniquely identify one device. One device can have many hardware IDs. 

● Supplier ID: PID, manufacturer No. 

● Device ID: VID, product ID, PID+VID uniquely identify one device. 

● Serial No.: uniquely identify one device. 

The information of storage peripheral is generally connected with the USB bus controller of computer 
PCI bus, as shown in following figure. 

 

 

2. Non-storage peripherals 

The non-storage peripherals generally refer to keyboard, mouse, wireless network card etc. The non-
storage peripherals can be set as exceptional device by any of following information:    
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● Hardwire ID: uniquely identify one device. One device may have many hardware IDs. Some    
virtual devices have no ID. 

● Supplier ID: VEN, manufacturer No. 

● Device ID: DEV, product ID, DEV+VEN uniquely identify one device. 

● Type: represent device type, not uniquely identify one device. 

● Service: represent device service type, not uniquely identify one device. 

3. View and copy the device information 

Click the left key to select the device and click “detailed information” button to pop up the corresponding 
window. 

 

Click the left key to select one line in the list and then click the right key to select “copy value” in the 
popup menu to copy. 

 

4.10.3.4 Other description 

● If the device with many hardware IDs is set as the exceptional device. Any ID can uniquely 
identify the device.  

● Some devices only have one sub-device, so the security strategy of exceptional of sub-device is 
applicable to parent device. 

● As for composite device, the security strategy of exceptional of one sub-device isn’t applicable 
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to other sub-devices. 

● Serial No., device ID and supplier ID of sub-device of composite device are same with that of 
parent device.  

4.11 Vulnerability fixing 

Attack on system vulnerabilities is a common method of virus attack. Therefore, vulnerability fixing in 
time is the effective means to prevent the client from virus attack. However, there are many difficulties 
and risks in fixing the client vulnerabilities by batch; besides, due to lack of statistics and maintenance, 
in later period, the vulnerabilities will be fixed repeatedly, which will spend a lot of time and need a lot of 
workload.  

The vulnerability fixing module can solve above mentioned problem better and assist the IT 
administrator to fix vulnerabilities in any unified way. Besides, the automatic fixing function of client can 
be set and relevant fixing situation will be displayed. 

4.11.1 Patch library management 

The patch library includes information of all current patches for fixing the client vulnerabilities. The 
mentioned patches are Microsoft patches and Centerm patches. The Microsoft patches are directly 
provided by Microsoft and the Centerm patches are customized for Centerm XPE and WES7 clients. 

If the administrator needs to fix the vulnerabilities of XP and WIN7 clients, only the Microsoft patches 
are enough. If the administrator needs to fix the vulnerabilities of Centerm XPE and WES7 clients, we 
suggest using Centerm patch server to fix. 

4.11.1.1 Patch server setting  

1. Set up patch server  

If Microsoft patches are used, only WSUS server shall be set up; if Centerm patches are used, both the 
WSUS server and Centerm patch server shall be set up. Refer to deployment file for setup method. 

2. Click “patch server configuration” link 

 

3. Fill in patch server information 

If Microsoft patch server is used, only fill in the WSUS server; if Centerm patch server is used, fill in 
both the WSUS server and Centerm patch server, as shown in following figure:                
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After filling in, click “connect to test” button to test. Only if the filled patch server is available, the patch 
server information can be saved. 

4. After setting the patch server, exit and refresh the patch list to view information of all patches.  

 

4.11.1.2 Patch review 

The initial patches in the patch library cannot be directly downloaded by the client because some 
patches aren’t matched with the system or the patch isn’t necessary. Therefore, the administrator shall 
review the patch. Only the approved patch can be installed in the client. 

Review the patch according to following steps: 

1. Locate the patch to be reviewed 

The list shows the name, review state and type of patch, proportion of clients to be updated. Click 
“view” link for more detailed information of patch. 

 

The popup box shows the detailed information of patch and has the pie graph for statistics of 
installation situation of this patch in clients of WSUS server. 
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Screen and filter the patches by query function. 

 

2. Select the patch and click “review” button 

 

4.11.2 Automatic fixing configuration 

After reviewing the patch, the client can be set to automatically download and install the patch. The 
setting steps are: 

Select one or more clients to be set from the client tree, enter “automatic fixing configuration” page, 
start the automatic fixing, set the fixing time and apply to the client. 
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4.11.3 Client fixing statistics 

The client repair statistics centrally shows the client fixing situation. The administrator can know the 
vulnerability fixing situation of current client from the statistics information. 

The user can query according to IP or type: 

 

 

Notice: only the client which enables the automatic fixing is included in the statistics list. 

                                   

4.12 WEB security 

WEB security management is used for monitoring WEB browsing behavior of client user and preventing 
the WEB behavior which isn’t in line with the browsing strategy. 

4.12.1 Strategy configuration 

In the strategy configuration, the user can enable and disable WEB monitoring function and set the 
domain name access strategy. 

1. Select the client to be set with web monitoring, and select “enable WEB monitoring”. 
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2. Select the restriction mode. 

● Only prohibit accessing website in line with domain name strategy: the strategy limits that the 
monitored client cannot access to the domain name in the list. 

● Only allow to access website in line with domain name strategy: the strategy limits that the 
monitored client can only access to the domain name in the list.  

                        

3. After selecting the limitation mode, click “add” button to add in the list for domain names. 

 

4. In the popup dialog box, fill in the process name and limit time. 

Notice: after selecting the time and date, click “add” button to add the time in the list for “Restrict time”, 
as shown in following figure: 
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5. After adding in the list for domain names, click “apply” button to make the configuration valid. In 
working day, the client is limited to access www.126.com. 

6. Configure “plan wizard” and execute operation. 

 

4.13 Software blacklist and whitelist 

Software blacklist and whitelist control and limit the software progress on the client so as to standardize 
software application of local running of client and to ensure the safety of program running of client. 

● The whitelist function only allows processes in the whitelist and basic system processes of client 
to run and prohibits other processes. 

● The blacklist function only prohibits processes in the blacklist and allows other processes to run. 

4.13.1 Blacklist and whitelist management 

This module is used for maintaining the common processes in blacklist and whitelist in the system and 
facilitating the addition and change of processes in blacklist and whitelist by the administrator. In setting 
the process strategy, the administrator can directly select the needed process, which simplifies the input 
of user. Therefore, blacklist and whitelist library is only a process library in server and has no necessary 
connection with the client. 

In the dropdown box of following figure, switch the page of blacklist and whitelist. 
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Because the addition method of whitelist is same with that of blacklist, the whitelist is taken as an 
example to introduce. 

4.13.1.1 Add process group 

The group is used for classifying and distinguishing processes. We suggest the administrator to make 
the group based on software. 

Both whitelist and blacklist only support the one layer group. The root groups have “default group” 
respectively which shall not be renamed or deleted. Adding method of group is as follows: 

1. Right click on the whitelist node and select the “add group”. 

 

2. Fill in the group name and finish adding. 

 

 

3. The grouped process can be transferred to other groups by “move” function. 
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4.13.1.2 Manually adding 

1. Click “add” button. 

 

2. In the popup dialog box, fill in the process name. If only one process is added, fill in the complete 
path of the process, such as “C:\Windows\system32\notepad.exe”; if a directory is added, fill in the 
complete path of the directory, such as D:\ProgramFiles\NewCommi. 

If the process in blacklist is added, as for single process, only fill in the process name, such as 
“notepad.exe”; as for directory, fill in the complete path. 

 

3. Click “OK”. The list will show the added process. Processes added in the root group will be 
automatically included in the default group. 

 

4.13.1.3 Add to selected client 

Adding to selected client refers to add the selected whitelist strategy to the specified strategy list in the 
client without covering original record, including following two situations: 
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● If the client enables the whitelist strategy, the added whitelist will take effect immediately; 

● If the client disables the whitelist strategy, the added whitelist can only be added in the list and 
cannot take effect. 

 

4.13.1.4 Import list 

When the administrator needs to add more processes or directories or transfer the process list, the 
administrator can use the import function of process list. 

1. Description of importing files 

The imported file shall be CSV file. Firstly, create a new file in excel. Fill in the process name in the first 
column and the process group in the second column, as follows. After editing, save the file as csv 
format. 

 

2. Import steps 

In the right click menu of whitelist node, select “import” to import the process in the system. 

 

4.13.2 Blacklist and whitelist strategy 

In the blacklist and whitelist strategy, the administrator can set relevant strategy of monitoring 
processes of the client. The steps are as follows. 

1. Select one or more clients to be configured with strategy. Select “enable blacklist/whitelist 
control function” on the right panel, as follows. 
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2. Select the monitoring mode 

At a moment, the client only can use one mode and cannot use the blacklist and whitelist mode 
simultaneously. 

 

3. Fill in the exceptional user 

The exceptional user function realizes that the user in exceptional user list isn’t controlled by the 
process strategy. For example, if the administrator is filled in the list as the exceptional user, all users 
except for the administrator in the whitelist will take effect. 

In order to use this function, select the option in red frame in following figure, fill in corresponding 
username and use English “,” to separate. 

 

4. Select process 

When the administrator selects the monitoring mode, the list will automatically load the corresponding 
blacklist and whitelist library. Select the process to be valid in the client and then apply to client. 
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Description of unknown group: 

When a process in the client doesn’t belong to blacklist or whitelist library, the process will be 
automatically included in the unknown group. Once the monitoring is cancelled, the process will not be 
acquired. The unknown process may occur in following three situations. 

● The client applies the blacklist and whitelist strategy with too early version; 

● The client runs other software during installation of client which adds these software processes in 
blacklist and whitelist by default; 

● The administrator deletes or edits some processes in blacklist and whitelist library, but the client 
has configured with these processes. 

                                

4.13.3 Process control 

The process control function is similar to the task manager of windows OS; after selecting one client, 
the administrator can view current processes run in the client and can click “end the process” to end the 
process in the client. 

 

4.14 Illegal outreach management 

The outreach control is limitation to outreach state of client. When the client will be disconnected with 
the management of internal network and connected with external network to access by other methods, 
detect the specified URL address in specified time to obtain the outreach state of client; if any illegal 
behavior is found, take corresponding isolation or screen locking operation. 

4.14.1 Illegal outreach access control 

http://www.centerm.com/
mailto:ctsales@centerm.com
mailto:ctsupport@centerm.com


 

Add.: 2/F, No. 22, Star-net Science Plaza Juyuanzhou, No. 618 Jinshan Road, Fuzhou, Fujian, China. 
Website: http://www.centerm.com 

Email: ctsales@centerm.com / ctsupport@centerm.com                                                                                             71 

1. Select the client to be configured from client tree in the left and select “start the outreach access 
control” on the right panel; 

 

2. Set the outreach rule 

 

● Detection cycle 

At the interval of one cycle, the client will detect whether the local client connects with address in the list. 

 

● Detect the address list 

The address list is the key reference to judge whether the client is outreached. Once the client can 
connect with any URL in the list, it is determined as illegal outreach. 

 

● Whether allow to use VPN  

If this option is selected, it represents that the client is allowed to connect with external network by VPN 
mode. When the client is connected with detection address by VPN mode, the connection will also be 
reported as the illegal outreach; 

 

● Whether allow to use IE agent 
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If this option is selected, it represents that the client is allowed to connect with external network by IE 
agent mode. When the client is connected with detection address by IE agent mode, the connection will 
also be reported as the illegal outreach; 

The administrator can specify to allow all IE agents, or specify one agent or many agents. 

 

● Whether allow to connect many physical network cards at the same time 

After selecting, the client is prohibited connecting with many physical network cards. The function is 
mainly used for limiting the client connecting with many LANs and is unrelated to the detection address. 

 

3. Set the illegal outreach treatment 

When the illegal outreach of client is found, the system will automatically prompt to the client. Besides, 
the administrator can select network isolation of client without influence of management of client by 
management server. 

 

4. Click “apply” button to apply the strategy in the client. 

 

5. The outreach log generated in client can be viewed in audit management module. 

4.15 Performance monitoring 

The performance monitoring is the dynamic overview of client performance. All performances of the 
client are monitored to trace the running situation of client and to treat the emergency immediately. 
Besides, the user can comprehensively know the client performance based on analysis and statistics of 
statements. 
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4.15.1 Real-time performance 

It is similar to “performance” option in Windows task manager to display the current system 
performance of the selected client, including six performances, i.e. process running state, CPU, 
memory, disk, network connection and network card. 

1. Enter 【basic management—>client monitoring—>performance monitoring】 and switch to “real-time 

performance” tab page, as shown in following figure: 

 

2. Among the real-time performances, user can view following information: 

● Process running state: detailed information and occupied resource of running process of selected 
client;  

● CPU, memory and disk: CPU, memory and disk using situation of selected client;  

● Network connection: all listening ports of network connection of selected client;  

● Network card: network card using situation of selected client;  

4.15.2 Performance statistics 

In performance statistics, the user sets the performance monitoring and acquires the performance 
information of client in specified time. The system will generate the statistical statements according to 
the acquired sample point for analysis and view. 

1. Enter 【 client management—>client monitoring—>performance monitoring 】  and switch to 

“performance statistics” tab page, as shown in following figure: 

 

2. Click “performance monitoring” button. In the popup dialog box, set the starting and ending time of 
monitoring and sampling interval. 

 

3. Click “OK” button, configure plan wizard and execute operation. 
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4. After execution, the monitoring record will be generated, as follows: 

 

5. Select the monitoring record and click “view the statistical chart”.  

 

6. The popup performance statistics dialog box will show statistical statements of CPU, memory and 
network IO.  

 

The interface has moving, zooming and other buttons to provide convenient conditions to user.  

4.16 Client alarm 

The client alarm is used for alarming the abnormality of client. The administrator can set the item to be 
alarmed in this module and can set the alarm threshold. When the client sends alarm, the administrator 
can view the log in the server in time. 

4.16.1 Alarm strategy  

The alarm strategy is mainly for detailed configuration of alarm threshold of client, including process 
alarm, performance alarm, etc. The start mode of alarm strategy is as follows: 
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1. Enter 【client management—>client monitor—>client alarm】 and select “alarm strategy” tab page; 

2. Select the client to enable the alarm strategy from the client tree in the left side; 

 

3. Select the alarm item to be enabled on the right panel. The system provides many available alarm 
items, i.e. process alarm, performance alarm, IP change alarm and user change alarm. 

● Process alarm 

If this item is selected, the process list shall be added in the list in following figure. When the client 
doesn’t enable the process in the list, the system will send alarm. 

 

Click “add” button and fill in the process to be added in the popup whitelist. 

 

● Performance alarm 

The performance alarm is mainly used for alarm of performance situation of client. The available alarm 
items are CPU, memory, network IO and disk using. 
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● Other alarm items 

Refer to other common alarm items, including IP alarm and user alarm.  

 

4. Finally, click “apply” button and execute plan wizard to make it valid. After successful execution of 
strategy, the “audit management” module will show the alarm logs. 

4.16.2 Global alarm parameters  

The alarm global parameters refer to the set parameters of alarm levels and alarm triggering events of 
the system. These settings will influence the alarm feedback information of all clients which enable 
alarm strategy. 

2. Set the alarm level 

The system divides alarms into three levels, i.e. information, warning and error from low severity to high 
severity. The user can set the alarm level according to demand, such as set the IP alarm level as “error”. 
In this case, when the system sends IP alarm, the alarm information shall be marked as “error”. 

 

3. Set the mail notice 

When the system sends the alarm information, the system will send the alarm mail to the 
administrator’s email in specified time. 

Notice: the user shall set the system email in 【other management—>global parameter setting】, 

otherwise, the mail cannot be sent.  

 

4. Finally, click “apply” button to make it valid. 

4.17 Asset management 

Asset management is the statistics and analysis of clients currently managed by the system, including 
hardware, software and other asset information. It can be regarded as the basis data for knowing the 
client overview and further making statistics by administrator. 

4.17.1 Client hardware list 

The system will list the corresponding hardware information, including client manufacturer, model and 
CPU information for the group or client selected by the administrator. Click “statistics” button on the 

http://www.centerm.com/
mailto:ctsales@centerm.com
mailto:ctsupport@centerm.com


 

Add.: 2/F, No. 22, Star-net Science Plaza Juyuanzhou, No. 618 Jinshan Road, Fuzhou, Fujian, China. 
Website: http://www.centerm.com 

Email: ctsales@centerm.com / ctsupport@centerm.com                                                                                             77 

upper left side of the interface. The system will automatically generate the statistics statement 
according to the selected conditions. 

 

4.17.2 Client software list 

The client software list shows all software installed in the currently selected client. 

If the administrator needs to obtain the software information of single client, the administrator can select 
this client from the client tree. If the administrator needs to obtain the installation situation of specified 
version of certain software. Input the query conditions in the query box in following figure. Click 
“statistics” button on the upper left of interface. The system will automatically generate the statistics list 
according to the selected conditions. 

 

4.17.3 Software change record 

In order to monitor whether the client user installs or uninstalls software without authorization, the 
management system will provide the operation record of client software change. 

 

4.17.4 Antivirus software statistics  

The antivirus software statistics shows the using situation of antivirus software in the currently selected 
client, including whether the antivirus software is installed, enabled, and expired. This function can 
assist the administrator to know the antivirus situation of the client. 

Click “statistics” button to generate the statistical statements of antivirus software, as shown in following 
figure: 

http://www.centerm.com/
mailto:ctsales@centerm.com
mailto:ctsupport@centerm.com


 

Add.: 2/F, No. 22, Star-net Science Plaza Juyuanzhou, No. 618 Jinshan Road, Fuzhou, Fujian, China. 
Website: http://www.centerm.com 

Email: ctsales@centerm.com / ctsupport@centerm.com                                                                                             78 

 

4.17.5 System version statistics 

The system version statistics is the statistics for system versions of managed clients and can be 
regarded as the reference data of system version upgrade of client. Click “statistics” button on the upper 
left of the interface to automatically generate the statistical list according to selected conditions. 

 

4.18 Template management 

4.18.1 Template file management 

The template file management can extract and keep the parameter configuration of clients as template 
in the server or save templates of some tasks (file copy, software installation, peripheral security and 
software blacklist and whitelist) so as to rapidly set the clients by batch. 

4.18.1.1 Extract client configuration template 

1. Select one client and click “extract client configuration template” button.  

 

2. Fill in the text information of template and select the item to be extracted. In the following figure, 
remote assistance, desktop mode, IE strategy and IE favorites are selected. 
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3. After saving, the list will show the template extracted just now. 

 

Notice: 

● The client for extraction shall be online. Otherwise, the extraction will be in failure. 

● The user can select the item of template files on the panel according to his/her demand. 

4.18.1.2 Save task template 

File copy, software installation, peripheral security and software blacklist and whitelist template can be 
saved. 

1) File copy 

Enter the file deployment page to copy the file. In the configuration page, click “save template”.  

 

2) Software installation  

After entering the file deployment page, install the software. In the configuration page, click “save 
template”. 

 

3) Peripheral security 

Enter the peripheral security page, configure the peripheral security and click “save template”. 
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4) Software blacklist and whitelist 

Enter the software blacklist and whitelist page, configure the software blacklist and whitelist and save 
the template. 

 

After clicking “save template”, the system will pop up template information windows. 

 

The template management page will show the following template information: 
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The list shows types of template and applicable modes of clients. 

4.18.1.3 Edit template  

After selecting the template, click “edit the template” button to edit the saved template. 

 

 

After changing the template content, click “OK” or “save” to save the edited template.  

4.18.1.4 Distribute template 
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1. Select the client which receives the distributed template and template files. 

2. Click “distribute the template” button. 

3. Configure “plan wizard” and execute the task. 

Notice: 

● The client selected by user may be one or more and can be selected based on group. 

● The template file to be selected by user shall be only one. If the client configuration template is 
selected, the client types to which the template is applicable shall be consistent with the type of 
client selected by user. 
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4.18.2 Strategy center 

In order to apply the unified strategy in a certain group or automatically apply the strategy to new clients 
in the group, the template binding function of strategy center can be used. The operation steps are as 
follows:   

1. Click “add the strategy” button; 

2. Select the template file to be bound and click “next” in the popup dialog box; 

 

3. Select the group to be bound and click “next”.  

 

4. Configure plan wizard and finish the creation of strategy;  
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5. The execution situation of strategy can be viewed in “strategy center task” node in “task statistics” 
module. 

 

 

5. Peripheral Management 

5.1 CID management 

This function shows the CID in different groups according to organization structures of client connected 
with CID. At present, the management function supports software upgrade of CID device. 

5.1.1 Software upgrade 

1. Click “upload the upgrade file” button; 

2. Select the local upgrade file in the popup dialog box to finish upload; 

3. Select CID to be upgraded. Select the upgrade file in the list. Click “distribute” button; 

4. Configure the distribution parameters and select whether to confirm before upgrade. 

5.2 SP management 

5.2.1 Software upgrade 

1. Click “upload the upgrade file” button; 

2. Select the local upgrade file in the popup dialog box to finish upload; 

3. Select SP to be upgraded. Select the upgrade file in the list. Click “distribute” button; 

4. Configure the distribution parameters and select whether to confirm before upgrade. 

5.2.2 Resource publish 

1. Click “upload the resource file” button; 

2. Select the local upgrade file in the popup dialog box to finish upload; the following three resource 
files are supported: 

● Picture 

Support jpg, bmp and png format 

● Video 

Only support mp4 format with mpeg4, h264 and aac coding format 

● Audio 

Only support mp3 format 
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● Folder 

Support the folder which contains above files. 

Notice: if the distributed resource of SP is folder, the function only supports the same resource in one 
folder (picture or video) and doesn’t support picture and video in one distributed folder. 

3. Select SP to be upgraded. Select the upgrade file in the list. Click “distribute” button; 

4. Configure the distribution parameters and select whether to confirm before upgrade and the addition 
form of resource file in SP. 

 

5.3 Peripheral query 

The peripheral query function has a unified query page, can realize the query of all peripherals 
synchronously and visually shows the association relationship between peripherals and client by picture.               
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6. Task Statistics 

6.1 Brief introduction to task 

1. What is task?  

The task refers to one command or a series of commands distributed by a system to client to be treated 
by client according to the specific situation. At present, most management operations of system for 
client are realized by task. 

2. How to generate a task？ 

Execution of some operation commands in client by an administrator will generate the corresponding 
task. Each operation will form a task record. One task is applicable to one client or more clients. In the 
system, the software distribution, file copy, strategy configuration (such as software blacklist and 
whitelist and peripheral security) and power control of client will form the corresponding task record. 

For example, in power control, after clicking “apply” button, the following plan wizard panel will generate:  

 

Click “end” button and view corresponding task record in 【task management】 module. 

 

3. Display of task node 

The task tree has two folders, i.e. “historic tasks” and “tasks in recent 30 days”. When a task has been 
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created for more than 30 days, the task will be automatically transferred to “historic task”. The latest 
task will be at the top of “tasks in recent 30 days” for viewing of the administrator. 

6.2 Task properties  

The task has following properties during generation: 

1. Task name 

The task name is a key word for identifying the task. When an administrator creates a task, the system 
will automatically name the task according to its type. The name can be manually changed by the 
administrator. In order to distinguish the task, the planned starting time of a task will be added behind 
the task name in task node on task execution state panel. 

2. Task object 

The task object refers to the target client of current task. The task can be generated by at least one 
client. The task nodes in task management module includes all objects, wait for executing, executing, 
hanging, success and failure nodes based on different execution states, as follows: 

 

Click the node to link with corresponding object list. 

 

3. Task starting time 

The task starting time refers to the task scheduling starting time. Before starting time, the task is in the 
state of waiting for scheduling. 

① Immediately start: immediately schedule the current task; 

② Specify the task starting time: specify the task scheduling starting time. The specified time shall be 

later than the current time. 

4. Whether to prompt the user to restart 

In the system, the configuration or update of some modules shall be valid after restart of client, such as 
client configuration, file deployment and client upgrade. The plan panel of such task will display the 
execution setting option of client. 
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5. Task ending time 

The task ending time is the time of forcible ending of task. It is applicable to following two situations: 

① The task lasts for long time, such as file deployment task. If the administrator wants to send the files 

to many clients within two days, the sending time may be longer than 2 days because of too many 
clients. If the ending time is set, the task will stop before the ending time to avoid influence on business 
in normal work time. 

② The task has timeliness, such as message and power control task. If the client is offline when the 

task is distributed, the task will be always in the scheduling state and waiting for online of client. 
However, if the administrator only wants to send the message to client or power off before going off 
work, the task significance will be lost after this time. At this time, the task ending time can be set to 
control the timeliness of the task. 

6. Task execution time 

The task execution time is the execution time of object client of limited task. 

For example, the administrator wants to upgrade many clients in non-working hours and the clients 
shall normally operate in working hours. However, the off-working hours in one day may be insufficient 
to upgrade all clients. In this circumstance, the administrator can set that the objects are only upgraded 
in the execution time, are suspended in non-execution time and then are upgraded in the next 
execution time. 

7. Task abstract 

The task abstract is the abstract of task content and can be viewed on the information panel of task. For 
example, if the message task is sent, partial content of the message will be displayed in the abstract. 
Click “more” to link to the detailed information penal of task, as shown in following figure. 

1 
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6.3 Task state 

The tasks have three states: 

Task state State icon State description 

Wait for scheduling  Before the starting time, tasks are in this state 

Scheduling  The task is in scheduling 

After finishing  All task objects are successfully executed 

 
 All task objects are executed, but some objects are failed. 

 

6.4 Task copy 

Task copy is equals to creation of a new task with the same content and object of original task. During 
copying, the administrator can plan the task execution time. 

Right click on task node and select “copy as new task” 

 

The task name can be changed and the plan time can be configured in the popup panel.  
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6.5 Task editing 

Task information editing refers to change of plan time and name of the task. At present, the system only 
supports editing the task in “waiting for scheduling” state. 

The task can be edited by following two modes: 

Right click on the task in waiting for scheduling state and select “edit task”. Change on the popup panel. 

 

Alternatively, click the task node. On the task information panel in right side, select “edit task” link in 
right side of the plan time. Change on the popup panel. 

 

6.6 Task cancellation 

When the administrator executes the wrong operation or wants to cancel the generated task, the 
administrator can use this function. 

http://www.centerm.com/
mailto:ctsales@centerm.com
mailto:ctsupport@centerm.com


 

Add.: 2/F, No. 22, Star-net Science Plaza Juyuanzhou, No. 618 Jinshan Road, Fuzhou, Fujian, China. 
Website: http://www.centerm.com 

Email: ctsales@centerm.com / ctsupport@centerm.com                                                                                             91 

1. Cancel task 

Right click on the task in waiting for scheduling or in scheduling state and select “cancel task”. 

 

Or click the task node and click “cancel task” link on the task information panel in right side. 

 

2. Cancel execution object 

When the task is in scheduling state and its objects aren’t fully executed, the administrator can cancel 
the object in “wait for executing” state in the object list. 

 

Pay attention to following content in calculation: 

● Task calculation actually refers to cancellation of execution of all objects. 

● Only the task in “wait for scheduling” and “scheduling” state can be cancelled. 

● Only the object in the “wait for executing” and “executing” state can be cancelled. The 

cancelled object will be included in failure state.  
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● When the task is in “scheduling” state, some objects may be executed in success or failure. At 

this time, the cancelation operation will be invalid for this part of task. The cancelled object will be 
included in failure state. 

● When the administrator deletes the task, the task in “wait for scheduling” and “scheduling” 

state will be automatically cancelled and then be deleted. 

6.7 Task scheduling in order 

In a specific application demand scenario, the tasks can be scheduled by changing the configuration in 
the order of creation time. 

Change steps: 

1. Enter the directory C:\ProgramFiles(x86)\Centerm\runtime\conf 

2. Open system.xml file 

3. Find the following configuration nodes 

 

The default value is false. Change it to true.  

 

4. After changing the configuration, “UnitedWeb” will take effect after restart of server 

Remark: the enabling and disabling task sequence scheduling only can take effect after restart of 
server. 

6.8 Error troubleshooting and retrying 

The object of a task may be in failure. The system has the function of error troubleshooting and retrying 
for failed objects. 

1. Error troubleshooting 

Click the task node. The information panel in right side will display the scheduling situation of current 
task, including the execution situation of object clients. Click corresponding part on the pie graph to 
enter the corresponding object list. 
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When the object client is in “wait for executing” state for a long period, the administrator can view the 
error report abstract in the detailed information column in the object list. 

 

When the object client executes in failure, the administrator also can view the detailed information. 

 

2. Retry the object 

If the task is still in scheduling, the failed object can be immediately retried.  

If the task has been scheduled, all failed objects can be rescheduled. As shown in following figure, right 
click on the finished task, select “retry failed object” and reschedule in the popup plan wizard. 

Notice: as for retrying of failed object, only the failed object will be executed again, and no new task can 
be generated. The original task information will be covered. 
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7.  Audit Management 

The “audit management” function generates administrator's operation logs, client login logs and the 
related logs of some functional modules. The administrator can query the information according to 
practical demand. 

7.1 Client audit 

“Client audit” module audits the client’s behaviors, including client login logs, alarm logs, peripherals 
security logs, illegal outreach logs, software change records, Web security logs and outer operation 
logs. 

● To view the log, user can use the query function to filter according to demand; 

● When the user selects one client or one group from the client tree in the left side, the right side 
will display the audit logs of the selected object. 

 

7.2 System log 

“System log” mainly refers to the operation and change logs of system to realize the traceability of 
system operation. 

 

 

8. System Setting 

8.1 User management 

8.1.1 User management 

After installation of system, default username and password are admin and admin respectively. The 
administrator can configure the user/group, role and authority of role. Description about authority: the 
user authority can restrict the user to access to system functions. The user authority is the role authority.  
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Click “user management” to view the information of current group. The user in this group can be deleted. 
However, the super admin cannot be deleted. 

8.1.1.1 Add user group 

The system doesn’t limit the number of groups. User can add infinite groups in cascade connection 
mode. 

1. Right click on a group node in “user management” and select “add the user group” in the popup 
menu.  

 

2. After editing, click “OK” button to finish the addition of user group. 

 

 

8.1.1.2 Add user 

The system doesn’t limit the number of users. User can add infinite users. 

1. Right click on a group node in “user management” and select “add the user” in the popup menu. 
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2. Fill in the basic information.  

 

Notice: 

The principal refers to the administrator who has administration authority of the user group and can 
manage all users in the user group. 

3. Distribute role  

The user role is a set of authorities to restrict the user to access some functions of the system and to 
carry out some operations. See “role management” for details. 
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4. Distribute the client resources 

Resources refer to the client resources which can be managed by user. After login, the user can only 
see the clients under his/her management. 

 

Finally, click “OK” button, as shown in following figure. 

 

8.1.1.3 Principal  

The principal refers to the administrator who has administration authority of the user group and can 
manage all users in the user group. 
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Only the principal can add, delete and change the group and users and can view and change all user 
information. Other persons only have the user authority for “individual setting”. 

The administrator who is the principal can set or cancel the principal identity of other users. 

Select the user group and manage the principals of this group in the right list. 

 

Select the user and click “set as principal” to set the selected user as the principal. 

 

Select the user and click “remove the principal” to cancel the principal identity of the selected user. 

 

8.1.1.4 Individual setting 

On “individual setting” panel, user can change his/her basic information, but cannot change the 
resource and role information (if the user is the principal, the user can change the resource information 
in management group).  
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Change the individual password according to the following figure. 

 

8.1.2 Role management 

Role is the authority of user management system. The corresponding role can be set for an 
administrator based on the authority. The administrator can be assigned with one or more roles to 
facilitate the management division and authority division of the system. The adding method of role is as 
follows: 

1. Click “add” button. Input “role name” and “description” in the popup window and select the 
corresponding “authority”. 

 

 

 

2. Then, the list will display the added role, as shown in following figure. 
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8.2 Resource center 

8.2.1 Brief introduction to resource center 

1. What is a resource center? 

A resource center is a gathering center of user management file resources, including deployment and 
management of storage nodes. Only the storage node is added in the resource center, relevant function 
of the system can be enabled. Therefore, it is necessary to add and bind the storage nodes before 
using.  

2. What is a storage node? 

When a user uses the client upgrade, file deployment and other functions, the system shall reserve 
some file resources for the user, so the storage node is the carrier for storing these file resources. At 
present, the storage node only supports CDS server (Centerm data server). The storage node can be 
managed and used only after being added in the resource center. In the deployment stage, the system 
shall rationally deploy the storage nodes according to the practical situation. 

3. What is a bound storage node? 

Binding refers to specifying the storage node as the nearest storage node of a client group. During 
executing file operation of this client group, the files can only be uploaded to or downloaded from the 
bound storage node. If the current group has no bound storage node, the bound storage node of the 
parent group shall be regarded as the nearest storage node. 

The meaning of bound storage node is that the client can acquire the resource from the nearest storage 
node, which shortens the file transmission time and rationally divides the resources to avoid possible 
network congestion caused by acquiring resources from one storage node. 

If one client group is bound with many storage nodes, it represents that the client group can acquire 
resources from these bound storage nodes to improve the transmission efficiency. If one storage node 
is bound with many client groups, it represents that many client groups share resources in one storage 
node. 

4. How to rationally bind the storage node? 

Rational binding of storage node can accelerate the transmission speed of file resources and avoid the 
network congestion. In order to rationally bind the storage node, the administrator shall clearly know the 
distribution of current clients. Generally, the storage node bound with the client shall be closest in the 
geographic or network scope. We suggest the user setting up and binding the storage node in each 
geographic area and network area. 

8.2.2 Add storage node 

1. Firstly, set up CDS server in the host with large hard disk space and fast reading and writing speed. 

2. Enter 【deployment management—>resource center】 module. In adding at the first time, click “add 

the storage node” button, as shown in following figure:  

 

3. In the popup dialog box, fill in the name of storage node, bound client group and IP address. After 
filling, test whether the storage node can be normally communicated. 
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● Type of storage node: at present, only support CDS server; 

● Bound client group: bind with client root group by default. Click “browse” button. Select other 
bound groups from the client group tree. The storage node can be bound with many groups, but 
cannot be bound with parent group and sub-group simultaneously. As shown in following figure, 
the storage node is bound with two groups. 

 

4. Click “OK” button. The list will display the added storage node. 

 

8.2.3 Change binding 

When the location of storage node changes or the storage node is discarded, it is necessary to release 
or change the binding of storage node. Refer to following method: 

1. Change binding 

The change binding is only applicable to single storage node. Click “edit storage node” button. 
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In the popup property dialog box, reselect the client group to be bound with the storage node. 

 

 

Click “OK”. The interface displays that the group bound with the storage node has been changed. 

 

2. Delete node 

After deleting a node, the binding relationship between the storage node and all client groups will be 
released, i.e. release of all using of the storage node by management server.  
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Operation step: select the storage node and click “delete” button.  

 

8.2.4 Clean storage node 

After long term using of storage node, a lot of junk files will generate and the hard disk space will 
become small. User can clean the storage node by following method. 

1. Clean junk files 

Junk files are usually caused by file transfer interruption, storage node abnormality and other reasons. 
The “clean junk file” button in toolbar of the resource center can be clicked to clean the junk files of all 
storage nodes at one time. However, only administrator has such authority. 

Notice: if the system is executing the file operation, don’t use this function. Otherwise, abnormality may 
occur. 

 

2. Empty files of storage node 

If it is confirmed that the storage node has no important files, the storage node can be emptied to 
release space of the storage node. After emptying, all files in the storage node will be deleted. However, 
files saved by other users in FTP server will not be deleted. 

Notice: if the system is executing the file operation, don’t use this function. Otherwise, abnormality may 
occur. 

 

8.3 Data cleaning 

After management system running for a certain period, the system will generate a lot of logs related to 
clients or system. The logs will occupy the storage space of server and may cause slow running of 
system. In order to solve this problem, the system has the data cleaning module. Therefore, the 
administrator can clean the running logs of the system conveniently.  

8.3.1 Manual cleaning 

The manual cleaning refers to that the administrator manually cleans data in the system. 

On the manual cleaning interface, select the type of data to be cleaned, and click “immediately clean” to 
clean all data with same type in the current system. 
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8.3.2 Automatic cleaning 

The automatic cleaning refers to automatic cleaning of data by system. By default, the automatic 
cleaning function is enabled to all types of data to automatically clean the operation data which are 
stored longer than the specified days. 

If the administrator doesn’t want to automatically clean operation data with certain type, the 
administrator can cancel the corresponding check box. The system will not automatically clean the data 
with this type. 

 

http://www.centerm.com/
mailto:ctsales@centerm.com
mailto:ctsupport@centerm.com


 

Add.: 2/F, No. 22, Star-net Science Plaza Juyuanzhou, No. 618 Jinshan Road, Fuzhou, Fujian, China. 
Website: http://www.centerm.com 

Email: ctsales@centerm.com / ctsupport@centerm.com                                                                                             105 

8.4 Global parameters 

8.4.1 Global parameter setting 

1. Mail parameter setting 

On the global parameter page, the administrator can set the mail server for the system. When the 
system sends alarm information, the server will send the mail. 

 

2. Key update cycle 

The key refers to the communication key between the server and the clients. The default update cycle 
is 30 days. The administrator can change the cycle according to demands. 

 

3. Remote assistance  

The confirmation of remote assistance refers to the popup confirmation box in client when the server 
sends the remote assistance to the client. In other words, the server can realize the remote assistance 
only after confirming and accepting by the client. 

The system enables the remote assistance confirmation by default. If the user selects cancel, the server 
can directly realize the remote assistance without confirmation by client.  

 

4. Password complexity check 

The password complexity check refers to the limitation of complexity of administrator’s password. By 
default, the password complexity check is disabled. If the user enables the check, the password of 
system administrator shall include uppercase and lowercase letters, numbers and special symbols. 
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5. Malicious login IP locking 

In order to prevent from cracking of system account, the system supports locking of IP which fails in 
login successively. Within one hour, the IP cannot log in. The function is enabled by default. 

 

6. Client search configuration 

Configuration of client search timeout is for configuring the timeout of waiting for feedback information 
after the client sends the search command.  

 

7. Task configuration 

Configure the default deadline of task. The task beyond the deadline will be terminated.  

 

8. File deployment configuration 

Configure whether to refresh the file list after copying of distributed files for deployment and after 
software installation task. 

 

8.4.2 Data synchronization configuration 

If an enterprise has the multi-level management structure, when the upper level wants to view the data 
of management structure at lower level, the enterprise can use the data synchronization configuration 
function of the management system. 

During deploying the management system, the branch shall set up the complete Centerm desktop 
management system and the headquarters only needs to set up the management system of 
headquarters. 

● Data synchronization interface of management system of branch: 
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The port No. is the WEB port No. of management system of headquarters.  

● Data synchronization interface of management system of headquarters: 

 

If the time of headquarters and branch isn’t consistent, synchronization time of the headquarters shall 
prevail. 

8.4.3 Automatic scan setting 

Automatic scanning refers to that the system automatically scans the specified IP range. Within the 
range, if the management client has been installed and there is the unmanaged client, the client will be 
automatically added in the management. 

Configured parameters are as follows: 

● Next scanning time 

Refer to the time of scanning the specified IP range next time; 

● Scanning start time 

Refer to the initial scanning time set by administrator. After setting the time, the scanning time will 
change to the set scanning start time; 

● Scanning interval 

Refer to the interval between two scanning behaviors; 

● Scanning IP range 

Refer to the IP range scanned by the system. The system allows to setting many IP segments which 
shall not be overlapped. 

8.4.4 Task review configuration 
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When an enterprise needs to carry out leveled authority control for task execution, the enterprise can 
use the task review configuration function. The using steps are as follows: 

1. In “system setting—>user management” module, the authorities can be divided by setting up the user 
group; as shown in following figure, admin1 is the superior administrator of admin2. 

 

2. Log in system as the administrator. Enter “system setting—>global parameters”. Switch to “task 
review configuration” tab page. Select the task types to be reviewed. Click “save”. 

 

3. After setting, when the inferior administrator creates the notice publish task, only after approval of the 
superior administrator, the task can be executed; the superior administrator can view the tasks to be 
reviewed in “tasks to be reviewed” node in “task management” module. 

 

8.4.5 Database backup and restore 

The database backup and restore page provides the database backup and restore function of server. 
Automatic backup is supported. 

8.4.5.1 Backup 

Click “backup” button to backup the server database. 
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8.4.5.2 Restore 

Select the database record which has been backed up and click “restore” to restore the server 
database. 

8.4.5.3 Automatic backup 

If the interval of automatic backup is configured, the system will automatically backup the database.  

 

8.4.5.4 Import 

Import the local database backup files 

 

8.4.6 Import and export of organization structure 

The system has the function to import and export client, group and user information managed by the 
system to facilitate the migration of organizational structure.  
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8.4.7 Automatic upgrade of peripheral software 

The system has the strategy configuration of automatic upgrade of software version of peripherals 
managed by the system to facilitate the deployment and upgrade operation of user. 
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9. Frequently Asked Questions 

If you want more help, please visit http://www.centerm.com, call our headquarters: 86-591-28053888 or 
send email to strjzc@centerm.com.cn to contact our technical support department. Furthermore, you 
can consult our regional business person who will satisfy your demand by utilizing our resources. 

FAQ 

1. Why the default group of client tree is messy code after installation? 

Reason: it is caused by manually adding the environment variableLANG=POSIX after installation of OS. 
Delete the variable and reestablish the database to solve the problem. 

2. Why the storage node (file server) cannot be added? 

Possible reasons: 

● The firewall shields the service port. 

● The data server isn’t installed. 

● The default port 9999 is occupied by other program, so the service cannot start. 

3. Why no client is found? 

● Firstly, please confirm whether the network between computer which will is installed with server 
software and the client is disconnected (detect whether the TCP8000 port and UDP8000 port of 
client are open by the port detection tool, such as nmap). 

● Secondly, confirm whether the IP address of network card in client conflicts with IP address of 
other clients. If the network card of client is DHCP, please confirm whether the DHCP server 
assigns non-conflicted and normal IP address to the client (whether ping can respond gateway of 
ICMPprotocol instruction or IP address or domain name of server). 

● Check whether the service program named as “UniFrame” is in “running” state. If not, start the 
service and set the running mode of the service as “automatic running”. If the UniFrame service 
cannot be started, please check whether these services are set as “disabled” state by the system 
or the third party antivirus software: DNSclient, RemoteProcedureCall (RPC), DHCPclient and 
TerminalServices. 

4. Why the searched client cannot be managed? 

● Firstly, check whether the searched client is managed by other servers (check whether the 
“management server” on search interface is blank). Only the unmanaged client can be managed. 
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● Secondly, confirm whether your management system is beyond the deadline. When software is 
beyond the authorization deadline, the system cannot add the new client for management. 

5. Why the remote assistance function fails? 

● When the monitoring system starts first time, the monitoring system will detect whether JRE is 
installed based on browser environment of the user. If not, the system will pop up a prompt box, 
please manually download and install JRE and then restart the browser.  

● If Firefox browser is used and the agent server is ISA2000, during monitoring, the Firefox browser 
may be halted, resulting in failure of monitoring. Please download and install JRE1.5 or use IE 
browser for monitoring. 

● If the monitoring function is normal previously and at present, the screen is white or black, please 
close the remote assistance window and click “remote assistance” again. If the monitoring is still 
in failure, close the browser and retry.  

● If the client with high resolution enables the remote desktop service, one user connects with the 
client by RDP and the management tool is used for remote assistance, VNC crash may be 
caused. Please restart the VNC service. 

6. Why a file isn’t in the client when the file copy task is successful? 

● Please confirm whether the whole path is correctly filled in during adding task, including both the 
target directory and the file name. 

7. Why a task is always in “wait for executing” state? 

● Whether the specified plan time expires? 

● Whether the client starts? 

● Whether the client is managed by the server? 

● Whether the client displayed on the client management interface is online? 

● Whether the data source is valid? View the system data source in ODBC. Whether it is valid 
during attempted configuration test? 

8. Why the task plan information panel displays that the task is failed, but in fact, the task is 
successfully executed? 

● The IP address of server is changed, but UnitedWeb service isn’t restarted. Solution: restart 
UnitedWeb service or directly restart the server.  

9. Why the file tasks always fail? 

● The firewall or anti-virus software blocks download of file. Solution: disable the firewall or anti-
virus software. 

● The target client doesn’t support the task. The task management interface displays the detailed 
execution results. If the result shows that the target client doesn’t support the task, the task is be 
doomed to failure. 

10. Why the client isn’t wakened when the WoL task is successful? 

● Because when the client is shut down and client agent doesn’t start, the system regards that the 
WoL task is successful once the WoL message is sent. 
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The possible reasons are: 

● The client doesn’t support WoL (the hardware doesn’t support). 

● The management server and the client to be wakened aren’t in the same network segment. 

● The network of client has virtual subnet. 

11. Whether the user is logged out during logging in system? 

● Whether there is the administrator with the same name? 

● Whether the Cookie is allowed in FireFox? If the Cookieisn’t allowed, the user cannot log in the 
system. 

● After logging in the system, if the period without operation is more than 10 minutes, the system 
will automatically execute the logout operation. 

12. Why the browserdoesn’t act during uploading the file? 

● The jre version shall be jre-6u16 or higher version. 

13. Why it is failed to add printer in XPe/XP? 

● If the printer name includes the symbol @ and the printer is added first time, the addition will be 
failed. Delete @. Alternatively add the printer with this type and without @ firstly and then add the 
printer with @. 

14. How the user can change the default printer settings in terminal mode? 

In the terminal mode, the user cannot change the printer settings. If the user needs to change the 
default printer, adopt the following method: 

Add a publish application program for the user: 

Program path C:\windows\rundll32.exe 

Parameter: SHELL32.DLL,SHHelpShortcuts_RunDLLPrintersFolder 

If the management server is available, add a publish application program for the user in basic 
management->system configuration->client parameter configuration->user and group. 

If the management server isn’t available, import the following registry entry: 

Windows Registry Editor Version5.00 

[HKEY_LOCAL_MACHINE\SOFTWARE\Centerm\CSC100\Users\User\Applications\APP_printer and 
fax] 

"Name"="printer and fax" 

"FullPath"="C:\\WINDOWS\\system32\\rundll32.exe" 

"AppType"=dword:00000001 

"Description"="" 

"Startup"=dword:00000000 

http://www.centerm.com/
mailto:ctsales@centerm.com
mailto:ctsupport@centerm.com


 

Add.: 2/F, No. 22, Star-net Science Plaza Juyuanzhou, No. 618 Jinshan Road, Fuzhou, Fujian, China. 
Website: http://www.centerm.com 

Email: ctsales@centerm.com / ctsupport@centerm.com                                                                                             114 

"IconPath"="" 

"WorkingPath"="" 

"Parameter"="SHELL32.DLL,SHHelpShortcuts_RunDLLPrintersFolder" 

"DesktopLink"="C:\\Documents andSettings\\User\\desktop\\printer and fax.lnk" 

15. Whether the offline upgrade of client is supported? 

The system adopts the task scheduling mechanism. As for offline client, the upgrade will be 
automatically deployed after start next time. 

16. Why the configuration can take effect only after clicking “apply” button? 

The command sent by the system is executed as the task. The configuration process only realizes the 
selection of option and will not apply on the client. Clicking “apply” button refers to that the user wants 
to execute the configured tasks. So, the system will apply the configuration in the client. 

17. If the client is installed with anti-virus software, which ports and processes of client shall be 
added in the trust exceptions of anti-virus software? 

Port list: 8000(UDP and TCP) and 8001(TCP) 

Process list:  

UniFrm2.exe, C:\ProgramFiles\UniFrame3\UniFrm2.exe by default 

UniUpdateService.exe, C:\ProgramFiles\UniFrame3\UniUpdateService.exe by default 

ConfEnv2.exe, C:\ProgramFiles\UniFrame3\ConfEnv2.exe by default 

UdiskTray.exe, C:\ProgramFiles\UniFrame3\UdiskTray.exe by default 
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